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Agility with Ability
Towards Operational Excellence
Mark Cartwright - Microsoft

Agenda

§ Approach to Operational Excellence
§ Microsoft Environments today
§ What is Operational Excellence?
§ Simplify the technology
§ Manage the essentials
§ Operational Excellence model and components
§ Operational Excellence and CM
§ Making the business case
§ The future – CM by design
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Gartner Security Conference presentation
"Operation Zero Downtime", D. Scott, May 2002

Why is it important for Microsoft?

…….and Production & Operations = 50% of the IS Budget.and Production & Operations = 50% of the IS Budget

Untested
Change Mangement
Overload
Weak Problem Detection

Forgot Something
Lack of Procedures
Backup Errors / Security

Application failure
40%

Operator error
40%

Platform
20%

Hardware / OS
Network
Power and Disaster

Operational Excellence Approach

§ Research customers and partners
§ Knowledge from MS support org
§ Customer and partner engagements
§ itSMF
§ Initial findings
§ Validation

– Internal, external, analysts

§ Work in progress
§ Consistent feedback
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Today’s Windows Enterprise 
Environment

Diversity of
products
versions
vendors
components
applications
tools
processes

Too many servers

=
Complexity

=
lower QoS & higher 

TCO
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Operational Excellence (itSMF)
Improving the Quality of Service (Reliability, Availability & Security) 

and reducing the Total Cost of Ownership of an organisation’s ITsystems

Operational Excellence = QoS / 
TCO
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Strategy for Operational 
Excellence

§ Reduce the Complexity
simplify/rationalise the environment

– Server
consolidation

– Architectural
rationalisation

Strategy for Operational Excellence

§ Manage the Essentials - apply best practice 
management
– Processes
– MOF
– ITIL

§ Tools and automation
– MOM, SMS, AC
– ISV tools

§ Solutions
– MSMs (eg Patch Management)

§ Processes and tools must be integrated
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Towards Operational Excellence

Towards Operational Excellence

Microsoft Consulting Services and Partner Services
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The Architecture Problem

§ Data Centre Complexity
– Design and build
– Operating; fear of changes

§ Product-specific best practices
– Customers and Partners have to “fill in the gaps”

§ Security
– Not designed end-to-end
– often a checkpoint at the end of the build

§ Evolution rather than Design
– Windows data centres have often evolved rather than 

been designed

Windows infrastructures are not typically 
managed with the same discipline as some 

other infrastructures

Microsoft Systems Architecture 
(MSA)

§ MSA is a series of data centre infrastructure 
architectures optimised for Windows
– Internet Data Centre (IDC)
– Enterprise Data Centre (EDC)

§ These architectures provide:
– Consolidated best practices for the whole infrastructure
– A tested infrastructure architecture to build on
– Maximum security implemented on an infrastructure-

wide basis
– High Availability extended to the entire computing 

environment
– Scalability designed-in
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MSA Elements

§ Network Architecture and Devices
§ Security Architecture and Services
§ Server Deployment Services 
§ Management and Monitoring Services
§ Network Infrastructure Services
§ Firewall Services
§ Directory Services
§ File and Print Services
§ Data Services
§ Messaging Services
§ Operations Framework

MSA Collateral

§ Reference Architectures
– Logical Designs
– Data center configurations
– Architectural Design Guidance

§ Prescriptive Documentation (MS and partners)
– Physical Design 
– Validated, tested, proof-of-concept configurations
– Deployment Guides, Tools and Scripts
– Bill of Materials
– Operations Guide
– Services and Support Guides
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MSA EDC - Logical Architecture
Internet

Redundant Routers

Redundant Firewalls

VLAN

VLAN VLAN VLAN

Redundant Firewalls

DNS & SMTP Client and Site VPN

Infrastructure Network
– Internal Active Directory
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VLAN VLAN

Messaging Network – Exchange

VLAN

Management Network – MOM, 
deployment

VLAN

Client Network

VLAN

VLAN VLAN

RADIUS Network Intranet Network - Web Servers

Proxy

Data Network – SQL Server 
Clusters 

Remote Data
Center

Infrastructure Network
– Perimeter Active 

Directory

VLAN

NIC teams/2 switches

NIC teams/2 switches

MSA Security Philosophy

§ Defense In Depth Strategy

Data and ResourcesData and Resources

Application DefensesApplication Defenses

Host DefensesHost Defenses

Network DefensesNetwork Defenses

Perimeter DefensesPerimeter Defenses
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Towards Operational Excellence

Microsoft Consulting Services and Partner Services

Skilled People

Production 
Platform

Screen
Notifications

Does
Notification

Pass
Screening?

Yes

B

Notification

Is Screening
performed

before
Deadline
Expires?

Escalate No

Yes

End No

Incident or
Problem

Management

Yes

3.0.5

No
Are Patches
Validated?

Validate
Patch(es)

End

Best Practice 
Processes
and Policy

Microsoft Management approach

Management 
Products
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Desktops

Laptops

PDAs

Web Servers

Web Services

Application
Servers

Database
Servers

Mail
Servers

Other
Servers

Microsoft Management 
Products

§ GGives customers the tools and best practices they need to 
effectively manage the Microsoft® Windows® platform

§ PProvides easy-to-understand, prescriptive guidance for 
managing enterprise IT

§ UUses process implementation to reduce management costs
§ RRelies on Windows management technologies to make it 

easy to reliably build, configure, deploy, test, and maintain 
the platform

§ DDelivered by MCS or MCS Partners

Microsoft Solutions for Management (MSM)
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§ Operations Assessment

§ Patch Management

§ Service Monitoring & Control

§ New Application Installation

§ Core Windows Mgt

§ Business Desktop Deployment

Microsoft Solutions for Management (MSM)

Available 
Offerings

In Development

§ Integrated people, process & technology
§ Targeted customer scenarios
§ Engineered, tested and proven
§ MOF / ITIL

MSM Patch Management 
(SMS)
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Business Critical Services Organisation

Business Critical
Services

Systems
Management

Security
Management

Service
Management

Security Services

MOM
SMS

Application Center

Service Management
MOF / ITIL

Availaibility Management

Supportability
Services

Dedicated Support
Services

IRT

Critical Incident Services

Incident Prevention
Services

Operational Excellence and Configuration 
Management

§ Experience and examples
– Security alerts
– Managing complex environments
– Patch Management

§ Lack of CM often at the root
§ The HA paradox – increased cost, more downtime
§ CM tools
§ Core part of MSM and MSA
§ Can you have Service Management without CM?
§ The least mature SMF?
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Making the business case

§ IT operational measures
§ Reducing IT costs / TCO
§ Cost of downtime

– Loss of productivity
– Loss of business
– Penalties
– Organisation’s reputation

§ IT Dept’s reputation
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Dynamic Systems Initiative

A 3 to 5 year road map delivering:

§ Application development tools that build smart, self-aware software
§ Operating systems that virtualize & dynamically allocate resources
§ Self-describing server applications with manageability built right in
§ Automated management solutions built on .NET and Web Services

……which enables customers to harness the power of industry which enables customers to harness the power of industry 
standard hardware and brings simplicity, automation and flexibilstandard hardware and brings simplicity, automation and flexibility to ity to 

IT operationsIT operations

uniting hardware, software and service vendorsuniting hardware, software and service vendors
around a software architecture... around a software architecture... 
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Next Generation Management ToolsNext Generation Management Tools
Guided by System Definition ModelGuided by System Definition Model

Dynamic Systems Initiative

Design for OperationsDesign for Operations
Management built into the platform & applicationsManagement built into the platform & applications

Dynamic Resource AllocationDynamic Resource Allocation
Automated Deployment ServicesAutomated Deployment Services

Business Agility Through Software Architecture

MercMerc.. StageStage ShuttleShuttleJobJob

CacheCache

HTTPHTTP

SQL Feed Feed 
StoreStore DSSDSS

FTPFTP

Dynamic Systems

InstrumentationInstrumentation
GuidelinesGuidelines

Data CenterData Center
PoliciesPolicies

OperationsOperations
KnowledgeKnowledge

Develop Operationally Aware Develop Operationally Aware 
Applications by Capturing Applications by Capturing 
IT Standards in SoftwareIT Standards in Software

Manage the Manage the 
entire system entire system 
dynamicallydynamically

Automatically deployAutomatically deploy
applications and resourcesapplications and resources

STORAGESTORAGESERVERSSERVERS NETWORKINGNETWORKINGSystem Definition ModelSystem Definition Model
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Resources

Operational Excellence
http://www.microsoft.com/uk/opex

markca@microsoft.com

More information….


